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Tariff Origin
Verification
Converting declared origin,  
classification, and value into  
audit-defensible records.
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In Brief 

A tariff rate applies to a declared origin, a declared classification, and a declared value. In almost every
customs regime, all three are self-attested: the importer states where a good came from, what it is, and
what it cost; the authority records the declaration, and for all but a sampled fraction, it acts on that
record. Each of the three determinations rests on a specific legal test: substantial transformation for origin,
the General Rules of Interpretation for classification, and transaction value for valuation. Each test
assumes facts about the good’s actual composition, processing history, and sale terms that a declaration
alone cannot establish. Transshipment, misclassification, and undervaluation are built to survive exactly
that kind of check.

Tariff enforcement is only as strong as the origin, classification, and valuation determinations beneath it;
each of those determinations depends on facts a paper declaration cannot verify. International consensus
standards are the appropriate foundation for that verification because they are neutral, interoperable,
and aligned with the trade law governments already operate under. Infrastructure built to ASTM
D8558-25, using genealogical traceability that locks origin and composition at the source before goods
move and carries them through every transformation, converts each of the three determinations from a
probabilistic inference into a deterministic, audit-defensible record. The payoff is targeted enforcement:
authorities can clear verified shipments and concentrate scrutiny on the unverified, rather than detaining
broadly to catch a few.
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1. Self-Attested Origin, Classification, and Value Make
Every Tariff Regime Partially Unenforceable

A tariff is a legal instrument that attaches a rate to a declared country of origin, tariff classification, and value.
Its enforceability rests on an assumption that is rarely examined: that the declaration is true. In practice, these
declarations are self-reported. An importer or its customs broker declares them, the authority records the
declaration, and for all but the fraction it physically inspects or audits, it releases the goods on that basis.

This creates a structural asymmetry. An honest importer declares accurately and pays the applicable rate. An
operator intent on evasion declares whatever lowers the rate, unlocks a preference, or escapes a prohibition;
without verification the two declarations are processed the same way. As a result, compliant importers pay 
the applicable rate while sophisticated evasion goes undetected because the declaration is never tested 
against the underlying facts at the moment those facts are available to check.

Three patterns exploit this, and each depends on a specific legal standard that a self-attested declaration
cannot actually satisfy.

•	 Transshipment and origin laundering exploit the substantial transformation test. Under the WTO 
Agreement on Rules of Origin, where more than one country is involved in producing a good, 
origin is assigned to the country where the last substantial transformation occurred, and the 
Agreement identifies change in tariff classification as the primary method to determine whether 
that transformation happened, with value-added and specific processing criteria as supplementary 
methods.1 Determining where the last substantial transformation actually took place requires 
knowing what happened at each prior step, not just what the final paperwork claims. Goods are 
routed through an intermediate country, lightly processed or simply relabeled, then declared under 
an origin that unlocks a preferential rate. That works because a declaration-based system has no 
way to check the transformation claim against what actually happened upstream. The laundered 
record is the data the authority reviews, and it looks clean precisely because producing a clean-
looking record is what the laundering does.

•	 Misclassification exploits the General Rules for the Interpretation of the Harmonized System. 
The World Customs Organizations applies these six rules, in sequence, to determine the correct 
classification of a good based on what it actually is and what it’s made of. Classification is a factual 
determination, not a negotiable one. Goods are declared under a tariff line that attracts a lower rate 
or avoids an anti-dumping or countervailing measure. Because the authority cannot test a good’s 
actual composition at scale, a misdeclared line clears alongside accurate ones.

•	 Undervaluation exploits the transaction value standard. Under the WTO Agreement on Customs 
Valuation, the primary basis for customs value is the transaction value, or the price actually paid 
or payable for the goods when sold for export. The Agreement also preserves customs authorities’ 
right to satisfy themselves as to the truth or accuracy of any declared value.2 That right to question a 
value is not the same as having an independent record to check it against. Declared values set below 
true transaction value shrink the duty base. Without a record that fixes product type and quantity at 
the source, an understated value has nothing against which it can be checked beyond the importer’s 
own documentation.
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The cost of leaving this gap open is concrete. For a trade ministry, it is revenue integrity, the credibility of 
preference programs whose benefits leak to goods that do not qualify, and legal exposure when determinations 
cannot be defended in a trade dispute. For a customs administration and its technical leads, it is operational; the 
only available response to unverifiable declarations is broad scrutiny, which produces delay, demurrage, and the 
detention of compliant shipments alongside the few that are not.

The enforcement environment is tightening. The legal bases underneath it are shifting. The World Customs 
Organization, major trading blocs, and national border agencies are converging on the expectation that the 
movement of goods can be tracked, authenticated, and independently verified before cargo reaches a border. 
Two recent developments illustrate the point from opposite directions.

The statutory basis for tariffs can prove unstable; in one large economy, the basis for a broad block of tariffs was 
struck down by its highest court, which held that the emergency-powers statute invoked did not authorize tariffs 
at all, after which the executive re-imposed tariffs under a different statute.3 The durable lesson for infrastructure 
is that the authority which sets a rate can be created, struck down, and replaced, while the question underneath 
every rate stays the same: can the declared origin, classification, and value be proven?

Forced-labor import prohibitions make the same point from the other side. One such measure establishes a 
rebuttable presumption, under longstanding customs law, that goods made wholly or in part in a designated 
region are produced with forced labor and barred from entry unless the importer rebuts it with evidence tracing 
the supply chain to its source.4 Comparable measures are being adopted in other jurisdictions. Whether the 
obligation is a tariff, a preference, or a prohibition, it resolves to the same evidentiary requirement: prove where 
the good and its inputs came from, what they are, and what they cost.
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2. Why More Documentation and Better Risk Scoring Do Not 
Close the Gap

The instinctive responses to the gap do not close it, because they operate at the same layer where the problem lives.

•	 More documentation. A larger paper file, or a digitized one, is still a set of self-attested claims. Adding fields 
to a declaration improves its completeness, not its truth. If the underlying facts were never verified at the 
point where it could be, fuller documentation produces a more detailed account of an unverified claim, not a 
verified one.

•	 Risk analytics over aggregated data. Modern risk-scoring systems cross-reference public registries, licensed 
trade data, and self-reported records to flag likely high-risk shipments. This is genuinely useful to direct 
limited inspection capacity; nothing here disputes its value for that purpose. But it reads the same records the 
fraud is designed to shape. A laundered origin produces a clean-looking record; an inference engine reads 
that record and grows more confident the more corroborating sources repeat the same cover story. The 
output is a sharper estimate of a document that may be false, which is useful in prioritizing which shipments 
get scarce inspection capacity but not sufficient to defend a determination when it's challenged. In an 
enforcement proceeding or a trade dispute, a probability is not a proof.

The gap is structural, not a question of better tools applied at the same layer. What’s missing is an authenticated 
record beneath the analysis, one that fixes origin, physical composition, and transaction terms at the moment and 
place they exist, before the signal can be manipulated. Verification works in the opposite direction from inference. 
Inference reads the record after the fact and estimates what is probably true; verification fixes the record 
at the start, so there is a fact to read. The two are different trust models, and only one of them produces 
evidence that survives a challenge.

3. Why International Consensus Standards Are the Right 
Foundation for Origin Verification

If origin, classification, and value must be verified rather than declared to set the tariff rate, the next question is 
who sets the rules for verification and on what authority. For a mechanism that will carry legal weight at a border, 
the foundation has to be neutral, interoperable, and aligned with the trade law the parties already operate under. 
International consensus standards meet those tests in a way a proprietary method cannot.

The World Trade Organization Agreement on Technical Barriers to Trade directs members to use relevant 
international standards as the basis for their technical regulations where such standards exist.5 A verification 
framework grounded in an international consensus standard aligns with an obligation member governments 
already hold, rather than introducing a national or vendor-specific requirement a trading partner could contest as 
a barrier to trade. ASTM International develops such standards through an open, multi-stakeholder process, and 
a standard that multiple jurisdictions can adopt is also the precondition for mutual recognition. A verified export 
from one country becomes a signal another can rely on at its border without each pair of countries negotiating a 
bespoke arrangement. Where the verified record is normalized to the World Customs Organization Data Model, 
it attaches to the declaration and clearance vocabularies customs administrations already share.6 For tariff 
purposes, this is what lets a customs authority accept a foreign-verified origin or valuation record directly, rather 
than re-deriving it from scratch at every border.
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4. What ASTM D8558-25 Specifies

ASTM D8558-25 is a consensus standard issued by ASTM International.7 It specifies what a supply chain 
provenance record must do: track and trace custody and transformation, authenticate that a physical good 
is what it claims to be, validate the record against rules, and maintain oversight through adjudication and 
enforcement. The standard requires these four functions to be performed by independent parties. The separation 
is not an implementation detail; it is the integrity mechanism. It keeps the record from being just another self-
interested assertion, since no single actor, including the platform, controls every step.

Conforming to the standard means those requirements are actually met, not just referenced. The record carries 
the required data elements, and both its authentication and its validation logic are checkable against the 
standard’s method, in a form an accredited body could independently assess. That distinction, between a system 
that cites a standard and one that actually satisfies it, is what determines whether origin and composition are 
authenticated at the point a good enters the chain of custody, or merely reconstructed from paperwork after the 
fact. That authenticated anchor is the piece tariff enforcement is currently missing.

5. From Declared to Verified: How Genealogical Traceability 
Closes the Gap

What genealogical traceability is, and what it changes. Conventional traceability records a shipment's 
movements. Genealogical traceability records lineage.

Origin, physical composition, and transaction terms are captured and authenticated against a registered 
source at the point of extraction or origination, stamped with location, time, and quantity, and issued as a 
tamper-evident certificate by an independent authentication provider before the goods move. Each sub-
sequent transformation creates a new record that references its input records, so a finished good carries 
an unbroken chain back to that authenticated source for every input that went into it, and it's this chain 
that lets all three survive physical change and changes of hands.
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When quartz becomes polysilicon and polysilicon becomes a finished component, the genealogical record 
reconciles the finished good against the authenticated origins and composition of its inputs, rather than re-
deriving origin from whatever paperwork accompanies the final shipment.

For tariff enforcement, that lineage is the point. Each of the three patterns above resolves against it:

•	 Transshipment and origin laundering work by substituting a new origin record at an intermediate step, 
precisely the substitution that a substantial-transformation determination is supposed to catch but a paper 
record cannot verify. A genealogical chain has no gap to substitute into, because every step reconciles against 
the one before it, and any product appearing without a matching upstream record is flagged automatically.

•	 Misclassification becomes visible because the record fixes what the good is actually made of at the point of origin 
and through every transformation, so a declared classification inconsistent with the verified composition surfaces 
against the General Rules of Interpretation rather than depending on an inspector catching it at the border.

•	 Undervaluation becomes testable because the record fixes product type and quantity at each stage, so a 
declared transaction value inconsistent with the verified shipment is detectable rather than merely suspected.

What audit defensible means here. In a tariff enforcement context, audit-defensible means the record can survive 
a challenge. A determination based on a risk score invites the question the score cannot answer: how was this 
number produced, and can it be reproduced? A determination based on a verified genealogical record answers 
with arithmetic. The record is authenticated at the source and cryptographically anchored, so altering it breaks the 
anchor and the alteration is detectable. The validation is deterministic, so a flag traces to a specific rule and the 
specific records that triggered it. And because the method is a published standard, the basis of the determination is 
one an accredited body, a reviewing court, or a trade-dispute panel can examine. The check is not a probability. It 
matches, or it does not.

Where TaaP stops. The integrity of this model depends on TaaP not occupying every role. TaaP records and 
structures provenance and runs deterministic validation against the standard. Authentication is performed by an 
independent authentication provider. The analytics layer is a separate function operating on the verified data. 
Oversight, adjudication, and the penalty and clearance decisions remain entirely with the authority. TaaP supports 
the conformity assessment process and operates within it; it does not replace the independent validators, the 
accreditation bodies, or the government oversight that give the record its standing. A platform that authored 
the standard, authenticated the goods, validated the records, and adjudicated the outcome would be asking an 
authority to trust a single party, and the standard is built to prevent exactly that. TaaP's role is bounded accordingly.

It interoperates rather than displaces. The infrastructure is built to work with what customs administrations already 
run. It ingests the formats source systems already emit and normalizes them to the World Customs Organization 
Data Model, so verified provenance attaches to existing declaration and clearance workflows rather than replacing 
them. Where a jurisdiction operates its own ledger or customs platform, the framework integrates with it as scoped 
delivery work rather than requiring a rebuild.

The mechanism has already been proven at supply chain scale, not just principle. TaaP completed a pilot with a 
major U.S. producer of polysilicon, applying genealogical traceability across that producer's supply chain from source 
through manufacturing and distribution. The pilot was built to meet the evidentiary standard of a forced-labor 
import prohibition, under which an importer must trace the supply chain to its source to rebut a presumption. That 
is the same evidentiary capability that tariff classification, valuation, and rules-of-origin enforcement require: not a 
claim that a shipment is probably clean, but a record of where each input actually originated, what it actually is, and 
what it actually cost.
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6. Verified Origin Enables Targeted Enforcement, Not Broad 
Detention

A tariff is only as enforceable as the origin, classification, and valuation determinations beneath it. Self-attested 
declarations leave every tariff regime partially unenforceable because none of those three determinations can 
be tested against ground truth. International consensus standards are the appropriate foundation for verification 
because they are neutral, interoperable, and aligned with trade law; and infrastructure conforming to that 
standard, using genealogical traceability, converts each determination from an inference into an audit-defensible 
record.

The policy payoff is the inversion of the enforcement posture. When these declarations are unverifiable, an 
authority's only lever to protect revenue and preference-program integrity is broad scrutiny: detain widely, inspect 
a sample, and accept that most fraud passes while most detained shipments turn out to have been declared 
correctly in the first place. Broad assessment is costly to the authority and compliant importers, and it does not 
scale. When these determinations are verified, enforcement becomes targeted. Verified shipments clear at the 
declared tariff rate, and scrutiny concentrates on the unverified or non-reconciling. The same record that makes 
a rate or preference-eligibility determination defensible also speeds clearance for the compliant majority, which 
aligns the approach with the World Trade Organization Trade Facilitation Agreement's aim of expediting the 
release of goods.8

The open question this leaves for any government evaluating tariff enforcement is not whether more 
documentation or better analytics can close the gap, both are shown here to fall short, but whether verification is 
built into the record before a rate is set, or reconstructed after the fact once it's already been evaded.
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